24/7 Global Defensive Cyberspace Operations

The Joint Force Headquarters-Department of Defense Information Network Operations Center (JDOC) —
a 24/7 capability — directs and integrates DOD Information Network (DODIN) operations, security and
defensive cyberspace operations, and shares information and intelligence with partners and components
(11 Geographic & Functional Combatant Commands, 5 Services, and 29 Agencies & Field Activities).

Operational Outcomes through Priorities, Coherency & Advocacy

As JFHQ-DODIN’s focal point, the JDOC improves operational effectiveness across DOD by directing
and synchronizing actions resulting in trusted synergistic DODIN-wide effects of operating as

a unified Joint force in the cyberspace warfighting domain. A weak link in one area represents

a vulnerability for all. The unified approach to network
operations, security and defensive cyber operations
shields the DODIN from dangers.

JFHQ-DODIN’s assertive stance to protect the DODIN is
integral to U.S. Cyber Command’s persistent engagement
and defend forward efforts. By ensuring a strong and
consistent defensive posture, JFHQ-DODIN forces
adversaries away from DOD networks.

Command and control actions through the
JDOC enable commanders and directors of the
45 designated DODIN areas of operation to:

v Make informed decisions about their organization’s
mission based on the DODIN security status and
Joint defensive cyberspace priorities. These priorities emerge through a Cyber Tasking Cycle (CTC).
CTC core elements include daily directives, extensive interaction among operations center directors,
and collaboration among component commanders and directors to identify collective priorities.

v Support and enable proactive actions against potential threats
and attacks through integrated cyber operations.

v" Implement mission-informed JFHQ-DODIN action plans and
orders based on priorities designed to protect networks,
systems and information across all four DOD
core functions: combatant command warfighting,

Services organize/man/train/equip, intelligence and
business operations.

| v Leverage timely and relevant operational information and
aggregated intelligence based on real-world events.

v" Quickly resolve complex, multi-organization situations
accounting for the dynamic interdependent cyber environment
and terrain.

JFHQ-DODIN is a component command of U.S. Cyber Command



Our Mission

JFHQ-DODIN effectively executes command
and control by integrating, synchronizing
and directing DODIN operations, security
and defensive maneuvers to enable power
projection and freedom of action across all
warfighting domains.

Our Guiding Principles

Create Agility & Velocity

Understand The Threat Environment
Secure & Advocate

Embrace & Manage Risk
Seamlessly Integrate

Our Vision

Postured for today’s competition
and ready for tomorrow’s fight.

JFHQ-DODIN is a component command of U.S. Cyber Command
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